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Introduction: why

● Provenance provides the historical record of data from its original sources

● Provenance represents accompanying documentation for scientific data

● It represents the “other face of the medal” w.r.t. scientific experiments & workflows

● Provenance is a key enabling factor for reproducibility, trust, source attribution

● It is an integral part of the experiment's output — a research object in its own right — and as

such, it is also subject to provenance tracking (i.e., the provenance of provenance).

● It helps address end-to-end challenges—through the use of Persistent Identifiers (PIDs)—

across teams, departments, organizations, and national boundaries.
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W3C PROV (family of) standards

«Provenance is information about entities, activities, and people involved in producing a 

piece of data or thing, which can be used to form assessments about its quality, reliability 

or trustworthiness»



yProv: a software ecosystem for provenance management

yProv

4SQA
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yProv service: an interoperable component for provenance 
management

yProv service is a lightweight and interoperable

service for provenance documents management

● Multi-level provenance management support

● Back-end based on graph data model 

● RESTful interface and W3C PROV compliance

https://github.com/HPCI-Lab/yProv

Level 1

Level 2

Level 3
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yProv service architecture and the role of the API

yProv CLI

• 3 components

o Web Service front-end 

o Graph database engine back-end (Neo4J)

o Command Line Interface 

• Authentication/Authorization

o Based on JSON Web Token (JWT)

• RESTful API (OpenAPI)

o Easy way to interact with the service and manage 

PROV information
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End-to-end provenance management: a climate analytics wf

• Climate models 

intercomparison wf consisting 

of hundreds of tasks

• Multiple inputs and multiple 

outpus

• Both intermediate and final 

outputs

• Multiple agents

c
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Single output provenance: sub-graph feature

yprov-cli documents subgraph --doc-id pta 

--e-id ophidia:http://127.0.0.1/ophidia/66/7191
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Level-0

Level-1



yProvExplorer

https://explorer.yprov.disi.unitn.it/ 

Multi-model 
experiment in 

climate

Workflow in the EO 
domain
https://explorer.yprov.disi.unitn.it/?fil

e=http%3A%2F%2Fyprov.disi.unitn.i

t%3A3000%2Fapi%2Fv0%2Fdocum

ents%2Fyprov4wfs

https://explorer.yprov.disi.unitn.it/
https://explorer.yprov.disi.unitn.it/?file=http%3A%2F%2Fyprov.disi.unitn.it%3A3000%2Fapi%2Fv0%2Fdocuments%2Fyprov4wfs
https://explorer.yprov.disi.unitn.it/?file=http%3A%2F%2Fyprov.disi.unitn.it%3A3000%2Fapi%2Fv0%2Fdocuments%2Fyprov4wfs
https://explorer.yprov.disi.unitn.it/?file=http%3A%2F%2Fyprov.disi.unitn.it%3A3000%2Fapi%2Fv0%2Fdocuments%2Fyprov4wfs
https://explorer.yprov.disi.unitn.it/?file=http%3A%2F%2Fyprov.disi.unitn.it%3A3000%2Fapi%2Fv0%2Fdocuments%2Fyprov4wfs


Prov4WFs: a library for workflow provenance tracking

Objectives:

1. navigability (task by task)
2. ease of understanding the workflow structure

3. comply with W3C PROV family of standards

Target WfMSs: Streamflow (done), openEO (done), cylc (in-progress)
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Simple workflow multi-level test case

Level 0 (coarse grain) Level 1 (fine grain)

Drill-down
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Prov4WFs: a simple test case with multi-level outputs

Drill-down

Level 0 (coarse grain)
Level 1 (fine grain)

Drill-down
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Prov4WFs: a production workflow use case
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Prov4ML: A library for tracking provenance in ML processes

Prov4ML goal:  library able to track 
W3C PROV-compliant provenance 
within AI processes jointly with a set of 
metrics, across runs and epochs

GreeOps use case in multi-
cloud environments



Prov4ML: A library for tracking provenance in ML processes

Metrics tracking and comparison analysis but also forecasting  



● Integrate automated provenance tracking into automated software

quality assurance workflows.

● Enable traceability of software assessments across versions/releases.

● Provide tool to understand and compare software quality over time.

● Facilitate decision-making through historical analysis of code and quality

evolution.

● Support integration with platforms like GitHub and SQAaaS for real-time

assessments comparison.

yProv4SQA: traceability in SQA workflows

(UNITN/CSIC collaboration)



Architecture of yProv4SQA

(UNITN/CSIC collaboration)



YProv4SQA: Multi-Level Provenance Document

● YProv4SQA is a provenance library that records multiple assessments of a 

single repository within a single provenance document. 

● These assessments are generated by the SQAaaS and all display in one 

place.

● Provenance document contains two levels:

○ Level 1: Repository & Assessment Data
■ Provides repository and assessment level Provenance graph

○ Level 2: Code Change Comparison

■ Shows the comparison of any code changes between two assessments

(UNITN/CSIC collaboration)



Overall assessment view and assessments comparison
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Cloud-based yProv version in EOSC

https://im.egi.eu/im-dashboard/

Acknowledgements

M. Caballer and I. Blanquer



EOSC-Node Interoperability in EOSC-Beyond
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Conclusions, ongoing activities and lots of people to thank

Full 
provenance 
software 
ecosystem

Domain 
agnostic, it 
can serve any 
research 
infrastructure 
interested in 
traceability 
aspects

FAIRness of 
provenance

(data & 
process)

A catchall 
service is 
running at 
UNITN, jointly 
with the 
yProvExplorer

It can enable 
reproducibility 
scenarios on 
top of the 
provenance 
information

It implements 
a vision 
aligned with 
the EU Data 
Strategy 
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Thanks 
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